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One of the last few remaining areas of intellectual property not yet to have been touched by EU legislation, that of trade 

secrets, is set to be harmonised at an EU level under a proposal for a Directive on the subject issued by the European 

Commission on 28 November 2013. This article outlines this proposal, the divergences in national laws in Europe that it 

seeks to overcome, and those aspects of the law of trade secrets which it does not address or which remain controversial. 
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One of the few remaining areas of intellectual 
property that as yet has not been harmonised at an EU 
level, namely that of trade secrets, is the subject of a 

proposal issued by the European Commission on  
28 November 2013, for a ‘Directive on the protection 
of undisclosed know-how and business information 
(trade secrets) against their unlawful acquisition, use 
and disclosure’.

1
  

At present EU Member States comply with their 

obligation under Article 39(2) TRIPS to protect trade 
secrets in a variety of different ways and under a 
variety of legal theories.

2
 Most of them do so under 

their unfair competition laws, as indeed envisaged by 
Article 39 TRIPS,

3
 whereas the common law 

jurisdictions in the EU, in the United Kingdom and 

Ireland base their approach to such protection on 
judge made law as to breach of confidence that is 
generally accepted to have its origin in the celebrated 
early 19

th
 Century English case of Prince Albert v 

Strange,
4
 although a proposal by the UK Law 

Commission in 1981 to provide a statutory basis for 

the law of breach of confidence was never adopted.
5
 

Such divergence, characterised by the European 
Commission as ‘the diversity and inconsistency of the 
existing regulatory framework’ and instanced in 
Recitals 5 and 6 of the proposed Directive, has 
provided the Commission with a basis for seeking to 

harmonise national laws in this area.  
 

The Unlawful Acquisition, Use or Disclosure of a 

Trade Secret under the Proposed Directive  
The proposed Directive would mandate EU 

Member States to harmonise their national laws so as 

to ensure that these provide trade secret holders with 

the right to apply for the measures, procedures and 

remedies provided for in the Directive in order to 

prevent, or obtain redress for, the unlawful 

acquisition, use or disclosure of a trade secret.  

 

It starts by defining ‘trade secret’ as:
6
  

‘information which meets all of the following 

requirements:  

(a) is secret in the sense that it is not, as a body or 

in the precise configuration and assembly of its 

components, generally known among or 

readily accessible to persons within the circles 

that normally deal with the kind of information 

in question;  

(b) has commercial value because it is secret;  

(c) has been subject to reasonable steps under the 

circumstances, by the person lawfully in 

control of the information, to keep it secret.’  

In Recital 8, it is suggested that this definition has 

the effect in practice of excluding ‘trivial information’ 

and that it should also ‘not extend to the knowledge 

and skills gained by employees in the normal course 

of their employment and which are known among or 

accessible to persons within the circles that normally 

deal with the kind of information in question.’ This is 

the only recognition in the proposed measure of a 

particular issue which in practice, in the English 

courts at least, has proved the most troublesome, 

namely the nature and scope of the obligations owed 

under the law of confidential information to an  

ex-employer by its former employees.
7
  

_______ 

†Email: trevor.cook@wilmerhale.com 



COOK: PROPOSAL FOR A DIRECTIVE ON THE PROTECTION OF TRADE SECRETS IN EU 

 

 

55 

The proposed Directive also defines what is meant 
by the ‘unlawful acquisition, use or disclosure’ of a 
trade secret, distinguishing between acquisition on the 
one part and use or disclosure on the other. Thus the 
acquisition of a trade secret is to be considered 

unlawful ‘whenever carried out intentionally or with 
gross negligence by: (a) unauthorised access to or 
copy of any documents, objects, materials, substances 
or electronic files, lawfully under the control of the 
trade secret holder, containing the trade secret or from 
which the trade secret can be deduced; (b) theft;  

(c) bribery; (d) deception; (e) breach or inducement to 
breach a confidentiality agreement or any other duty 
to maintain secrecy; (f) any other conduct which, 
under the circumstances, is considered contrary to 
honest commercial practices.’

8 
The use or disclosure 

of a trade secret is to be considered unlawful 

‘whenever carried out, without the consent of the 
trade secret holder, intentionally or with gross 
negligence, by a person who is found to meet any of 
the following conditions: (a) has acquired the trade 
secret unlawfully; (b) is in breach of a confidentiality 
agreement or any other duty to maintain secrecy of 

the trade secret; (c) is in breach of a contractual or any 
other duty to limit the use of the trade secret.’

9
  

In order to address the situation in which trade 
secrets are passed on to third parties who did not 
themselves unlawfully acquire them, which is 
identified in the recitals as one to which there is a 
divergence of approach as between Member States, 
the proposed Directive provides that use or disclosure 

of trade secret is also to be considered unlawful 
‘whenever a person, at the time of use or disclosure, 
knew or should, under the circumstances, have known 
that the trade secret was obtained from another person 
who was using or disclosing the trade secret 
unlawfully’.

10
 The proposal would also provide that 

the ‘conscious and deliberate production, offering or 
placing on the market of infringing goods, or import, 
export or storage of infringing goods for those 
purposes, shall be considered an unlawful use of a 
trade secret’

11
 where ‘infringing goods’ are defined as 

goods ‘whose design, quality, manufacturing process 

or marketing significantly benefits from trade secrets 
unlawfully acquired, used or disclosed.’

12
 It will be 

for national courts to determine when goods do 
significantly so benefit, but Recital 17 suggests that 
this should involve a ‘significant impact on the 
quality, value or price of the resulting good or on 

reducing the cost, facilitating or speeding up its 
manufacturing or marketing processes.’ 

‘Defences’ under the Proposed Directive  
The proposed Directive goes on to mandate that the 

preceding obligations are subject to a set of what can 

be characterised as the ‘defences,’ although these are 

not so described. Certain of these defences are vague, 

potentially broad, and offer considerable scope for 

controversy. 

The first type of defence
13

 provided by the 

proposed Directive is limited to identifying those 

circumstances in which the acquisition of trade 

secrets is to be considered lawful, namely when these 

are obtained by:  

‘(a) independent discovery or creation;  

(b) observation, study, disassembly or test of a 

product or object that has been made available 

to the public or that it is lawfully in the 

possession of the acquirer of the information;  

(c) exercise of the right of workers representatives to 

information and consultation in accordance with 

Union and national law and/or practices; or  

(d) any other practice which, under the circumstances, is 

in conformity with honest commercial practices.’  

One would have thought that the first of these 

defences is otiose as such activity is not an ‘unlawful 

acquisition’ that can give rise to any liability in the 

first place. The second, making it clear that reverse 

engineering does not of itself infringe trade secrets, 

addresses a situation that has arisen under some 

national laws and has a parallel with certain of the 

defences to copyright infringement provided by the 

Directive on the legal protection of computer 

programs.
14

 The last defence self-evidently gives 

considerable scope to national courts to determine 

what activities this should cover.  

The second type of defence
15

 is not limited to only 

the acquisition of trade secrets and provides that no 

remedy is to be available under the proposed Directive 

when the acquisition, use or disclosure of the trade 

secret is carried out in any of the following cases:  

‘(a) for making legitimate use of the right to freedom 

of expression and information;  

(b) for the purpose of revealing an applicant’s 

misconduct, wrongdoing or illegal activity, 

provided that the alleged acquisition, use or 

disclosure of the trade secret was necessary 

for such revelation and that the respondent 

acted in the public interest;  

(c) [disclosure] by workers to their representatives 

as part of the legitimate exercise of their 

representative functions;  
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(d) for the purpose of fulfilling a non-contractual 

obligation;  

(e) for the purpose of protecting a legitimate 

interest.’  

The first of this type of defence is of potentially 

broad scope and is likely to prove contentious in 

practice. This is demonstrated in the case of its 

freedom of information aspect (emphasised by  

the reference in Recital 9 to EU freedom of 

information legislation) when this is seen against the 

background of the current controversy as to the 

degree to which it is legitimate, in those sectors which 

the Commission regulates, notably pharmaceuticals 

and agrochemicals, for it to disclose to third parties, in 

response to their freedom of information requests, 

regulatory information submitted to it and regarded  

by those submitting such information to be 

confidential.
16

 The fourth type of defence would apply 

to those situations in which disclosure is compelled 

by law but the proposed Directive provides no 

guidance as to what is meant by a ‘legitimate interest’ 

in the fifth of this type of defence, making it unclear 

what it is intended to cover and potentially providing 

national courts with considerable latitude in 

fashioning the scope of this defence. 

 

Procedural Aspects and Remedies under the 

Proposed Directive 

Recognising the evanescent nature of trade secrets 

if their protection is not enforced, the proposal would 

mandate a short limitation period for actions brought 

under it, namely a period (at the option of each 

Member State) of no more than two years (but not 

less than one) after the applicant became aware of the 

last fact giving rise to the action.  

An interesting aspect of the proposed Directive is 

the degree to which its provisions as to ‘Measures, 

procedures and remedies’ vary from and would in 

some respects expand on the corresponding ones 

already contained in the enforcement Directive,
17

 

when it would have been a simple matter expressly to 

have stated that the provisions in that Directive 

applied also to the proposed one, especially as the 

Commission, when expressing a view as to which 

intellectual property rights, in its opinion, the 

enforcement Directive applied, omitted reference to 

trade secrets.
18

 Instead Recital 28 of the proposed 

Directive implies that the enforcement Directive does 

apply to trade secrets, except in so far as the proposed 

Directive provides otherwise, as it provides that 

where the scope of application of the two Directives 

overlaps, the proposed Directive takes precedence as 

lex specialis. Despite this it is possible that certain of 

these provisions in the proposal may well foreshadow 

proposals for amendment to the enforcement 

Directive, and on which the Commission has recently 

been consulting.
19

  

One such provision, which has the potential to be 

of more general application, would require that 

Member States provide scope for national courts to 

order dissemination of their decision, and sanctions 

against applicants which ‘bring proceedings in bad 

faith with the purpose of unfairly delaying or 

restricting the respondent’s access to the market or 

otherwise intimidating or harassing the respondent.’
20

 

Another would mandate that national courts put in 

place procedures to preserve the secrecy of trade 

secrets in the course of their own proceedings, a principle 

which usefully be extended to patent infringement 

proceedings, as to which, in some European jurisdictions, 

it can be extremely difficult to preserve the confidentiality 

of technical or commercial information submitted in the 

course of such proceedings.
21

  

 

Aspects of Trade Secrets Law that the Proposal 

does not Harmonise 

The proposed Directive does not harmonise all 

forms of trade secret protection and avoids addressing 

many issues encountered with trade secrets.  

Thus even though many countries in Europe (but not 

for example the United Kingdom
22

) also protect trade 

secrets under the criminal law, the proposed Directive 

does not address this aspect of the protection of  

trade secrets, presumably as the degree to which the 

EU has competence to legislate in such area  

remains controversial.
23

 Thus these divergences will 

remain. Neither does the proposed Directive address 

the legal status of trade secrets, which has a bearing 

on the question of applicable law, presenting the 

interesting question under the Rome II Regulation
24

  

as to whether Article 6 (unfair competition and acts 

restricting free competition) or Article 8 (intellectual 

property rights) applies.  

The proposed Directive would not harmonise  

the law of confidential information in so far as it 

extends beyond trade secrets, so in those common  

law jurisdictions which draw no real distinction 

between trade and other types of secret, instead 

addressing them both under the law of confidential 

information, such law, which is already being 
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extended to conform to the developing law of privacy 

under the European Convention on Human Rights, 

will continue to apply and to develop in that context, 

but cut adrift from many of its foundations in 

breaches of commercial confidence.
25

  

Finally, and as observed above, certain of the 

proposals, and especially some of the ‘defences’ are 

vague, potentially broad, and offer considerable  

scope for controversy. This could well limit 

considerably the harmonising effect of the Directive. 

Although it might be thought that such controversies 

could be resolved by references from national courts 

to the Court of Justice of the EU as to their 

appropriate scope, as happens in other areas of 

intellectual property law that are harmonised at an  

EU level, this may not in practice happen in this case 

given the long timescales involved in such references 

when ranged against the fleeting nature of much trade 

secrets protection, manifested in disputes that are 

usually resolved after applications for interim  

relief and which only rarely get as far as a full hearing 

on the merits. 

So it remains to be seen, even with a trouble free 

legislative passage, how much harmonisation the 

proposed Directive will achieve in practice. Even with 

such a passage (which can never be assumed, even 

though the legal basis for the measure is such that it 

cannot be blocked by only a few Member States), the 

proposal envisages Member States having two years 

to implement it nationally, meaning that this is 

unlikely to take place before 2017.  
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